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SUBJECT: Implementation of Secretary Ridge's Policy on the Use of
Race or Ethnicity in Law Enforcement Activities

Ensuring equality before the law is an important value of the Transportation Security
Administration (TSA), as well as my personal priority. Accordingly, I cannot state
strongly enough that racial or ethnic profiling will not be tolerated as TSA enforces the
laws and regulations with which we are entrusted.

DHS recently issued a policy memorandum entitled "The Department of Homeland
Security's Commitment to Race Neutrality in Law Enforcement Activities" (attachment
1). In this policy, Secretary Ridge directed all DHS components ". ..to prohibit the
consideration of race or ethnicity in our daily law enforcement activities in all but the
most exceptional instances," as explained in the June 2003 Department of Justice
"Guidance Regarding the Use of Race by Federal Law Enforcement Agencies"
(attachment 2).

Consideration of race or ethnicity in law enforcement activities is prohibited in all but the
most exceptional circumstances involving national security, border integrity, or the
possible catastrophic loss of life. The DOJ Guidance, quoted below, sets forth examples
that are relevant to the mission and duties ofTSA:

.Example: The FBI receives reliable information that persons affiliated with a
foreign ethnic insurgent group intend to use suicide bombers to assassinate that
country's president and his entire entourage during an official visit to the United
States. Federal law enforcement may appropriately focus investigative attention
on identifying members of that ethnic insurgent group who may be present and
active in the United States and who, based on other available information, might
conceivably be involved in planning some such attack during the state visit.

.Example: U.S. intelligence sources report that terrorists from a particular ethnic
group are planning to use commercial jetliners as weapons by hijacking them at
an airport in California during the next week. Before allowing men of that ethnic
group to board commercial airplanes in California airports during the next week,

,I ;



2

Transportation Security Administration personnel, and other federal and state
authorities, may subject them to heightened scrutiny.

Because terrorist organizations might aim to engage in unexpected acts of catastrophic
violence in any available part of the country (indeed, in multiple places simultaneously, if
possible), there can be no expectation that the information must be specific to a particular
locale or even to a particular identified scheme.

Of course, as in the example below, reliance solely upon generalized stereotypes is
forbidden.

.Example: At the security entrance to a Federal courthouse, a man who appears to
be of a particular ethnicity properly submits his briefcase for x-ray screening and
passes through the metal detector. The inspection of the briefcase reveals nothing
amiss, the man does not activate the metal detector, and there is nothing
suspicious about his activities or appearance. In the absence of any threat
warning, the federal security screener may not order the man to undergo a further
inspection solely because he appears to be of a particular ethnicity.

I have attached the DHS policy memorandum and the Department of Justice Guidance
and associated Fact Sheet on Racial Profiling (attachment 3), as well as a BTS
memorandum entitled "Implementing Secretary's Policy on the Use of Race or Ethnicity
in Law Enforcement Activities" (attachment 4), for your review.

It is imperative that upon receipt of these materials you become familiar with them and
circulate them to your staff. Additionally, all TSA components must promptly review
their policy handbooks, training materials and other publications to ensure that they
conform to current Department policy. Compliance, in both letter and spirit, is not just a
good idea-it is the law!

Complaints about the use of race or ethnicity in the conduct ofTSA screening or other
activities should be directed to the TSA Office of Civil Rights, External Compliance
Division, 601 South 12th Street, TSA-6, Arlington, VA 22002. If you have specific
questions about such complaints, please contact Mr. Andy Strojny, External Compliance
Division Manager, at (571) 227-2465. For further information about TSA's Policy on the
Use of Race or Ethnicity in Law Enforcement Activities, please contact
Mr. Robert Seasonwein, Attorney-Advisor for Criminal Enforcement in the Office of the
Chief Counsel, at (571) 227-2542.

Attachments:

1. "The Department of Homeland Security's Commitment to Race Neutrality in Law
Enforcement Activities."

2. Department of Justice "Guidance Regarding the Use of Race by Federal Law
Enforcement Agencies. (June 2003)"

3. Department of Justice Fact Sheet on Racial Profiling.
4. BTS memorandum "Implementing Secretary's Policy on the Use of Race or

Ethnicity in Law Enforcement Activities."
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THE DEPARTMENT OF HOMELAND SECURrrY'S
COMMfrMENT TO RACE NEUTRALITY IN LAW ENFORCEMENT

ACTIVITIES

June I, 2004

One of the greatest streng1hs of the Department of Homeland Security is the quality and
integrity of the people with whom I am honored to serve. L am particularly ~ful for
the opportunity to work with outstanding law enforcement and military perionnel who
put their lives on tho line daily to make our country safe- Your profeuionalism,
dedication and commitment to excell~ arc inspirina to us all.

Our mission is to ensure the security of our nation and our people. The size, scope and
character of our nation mcans that we f&CC a substantial challenge, for while we must
secure our nation and our people we must also secure our freedoms and cnsuae that
Liberty thrives. In all we do to secure America, our strategies and our actions must be
consistent with the individual rights and civillibertics protected by the Constitution and
the role of law. I chaJlenge each of you to redouble your efforts to conduct your activities

in ways that meet this critical goal.

I particularly direct you to follow a policy of race neutrality in your law enforcement
activities. The Department ofHomcland Security's policy is to prohibit the considenrtion
ofracc or ethnicity in our daily law enforcement activitics in all out the most exceptional
instances. 1m following is the Dcpartmcnt's official policy on this issue:

..Racial profiling" concerns the lmridious use of race or tthlliclty as a criterloll ill
conducting stops, searches alld other law eriforcem,nt QCtivitles. It is premised on the
erroneous assumption that any particular l1JdJviduol of OM race or ethnicity is more
likely to enga~ 111 misconduct than any portiC1JIar i1JdJvidual of another roce or ethnicity.
DHS explicitly adopts the Deportment of JllStice's "GIlid""ce Regarding the Use of Race
by Federal Law Enforcement Agencies," i.sS1led in JuM 2003. It i.r tM policy oflhe
Department of Homeland Security to prohibit the consideration of race or elhnicity In
OIU daily law enforcement activities in all bait the most exceptionolinstances. as defined
In the DOl Guidance. DHS personnel may use roce or ethnlcity only when a compelling
governmental in/enst is present. Rather than relying on race or ethnlcity, It is
permissible and indeed ad\I/.fable to consider an indlvldllal's connections 10 collnlries
thai are associated with significant terroris! activity. Of course, race. or etJmiciry-based
information that is specific (0 particular suspects or incidelltl, or ongoing crimlMI
actJvities, schemes or enterprises. may be considered. Q3 stated in the DOl Gilidance.

This Guidance iovcrns a.1l federal law enforcemcnt activities, and therc will be serious
consequences for those who ~iard it.
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~ All components are hereby directed to include the DHS poljcy stated above in law

enforcement man\1als and policy guidclincscovering any activity in which the use ofracc
or ethnicity may arise. Momover, all comIX'~ts arc hcrcby directed to ensure that all
law enforcemcnt personnel, supervisors and managers arc trained to the standards set
forth in the DOJ GuidaJ¥::e and the DHS policy stBteO above, and are held accoWttablc for
mccting those standards. Thc Depertment'8 Officc for Civil RightS and Civil Libcrties
will supply the components with training materials to ensW'C that the policy is interpreted
and applied in a consistent and unifonn manner. In addition, each component should
develop agency-specific training matcrials, in concert with the Department's Office for

Civil RighU and Civil Libcrties.

Working together, wc can protect America while also preserving her great freedoms. I
am honored to work with all of you to fulfill this calling.

~ i~;~~~..'~"L .I.

/b)4...
Tom Rid c
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U.S. Department of Justice :.::
Civil Rights Division '::

GUIDANCE REGARDING THE

USE OF RACE BY FEDERAL LA W ENFORCEMENT AGENCIES

June 2003

INTRODUCTION AND EXECUTIVE SUMMARY

In his February 27, 2001, Address to a Joint Session of Congress, President George W.
Bush declared that racial profiling is "wrong and we will end it in America." He directed the
Attorney General to review the use by Federal law enforcement authorities of race as a
factor in conducting stops, searches and other law enforcement investigative procedures.
The Atton:ley General, in turn, instructed the Civil Rights Division to develop guidance for
Federal officials to ensure an end to racial profili~g in law enforcement.

"Racial profiling" at its core concerns the invidious use of race or ethnicity as a criterion in
conducting stops, searches and other law en(orcement investigative procedures. It is
premised on the erroneous assumption that any particular individual of one race or ethnicity
is more likely to.engage in misconduct than any particular individual of another race or

ethnicity.

Racial profiling in law enforcement is not merely wrong, but also ineffective. Race-based
assumptions in law enforcement perpetuate negative racial stereotypes that are harmful to
our rich and diverse democracy, and materially impair our efforts to maintain a fair and just

society.ill

The use of race as the basis for law enforcement decision-making clearly has a terrible cost,
both to the individuals who suffer invidious discrimination and to the Nation, whose goal of
"liberty and justice for all" recedes with every act of such discrimination. For this reason,
this guidance in many cases imposes more restrictions on the consideration of race and

ethnicity in Federal law enforcement than the Constitutionrequires.J21 This guidance
prohibits racial profiling in law enforcement practices without hindering the important work
of our Nation's public safety officials, particularly the intensified anti-terrorism efforts
precipitated by the events of September 11, 2001.

I. Traditional Law Enforcement Activities. Two standards in combination should guide
use by Federal law enforcement authorities of race or ethnicity in law enforcement
activities:

.In making routine or spontaneous law enforcement decisions, such as ordinary
traffic stops, Federal law enforcement officers may not use race or ethnicity to
any degree, except that officers may rely on race and ethnicity in a specific
suspect description. This prohibition applies even where the use of race or
ethnicity might otherwise be lawful.

.In conducting activities in connection with a specific investigation, Federal law
enforcement officers may consider race and ethnicity only to the extent that
there is trustworthy information, relevant to the locality or time frame, that

httn://www _Il.c:cioi pov/crt/.c:nrit/rlocllmp.nt~/pI1ici~ncP.on r~rp htm -'7/~{)/,"){){)A



GUIDANCE REGARDING THE USE OF RACE BY FEDERAL LAW ENFORCEMEN... Page 2 of 10

links persons of a particular race or ethnicity to an identified criminal incident, '..,-
scheme, or organization. This standard applies even where the use of race or ,,;~r
ethnicity might otherwise be lawful.

ll. National Security and Border Integrity. The above standards do not affect current
Federal policy with respect to law enforcement activities and other efforts to defend and

safeguard against threats to national security or the integrity of the Nationls borders,-ill to
which the following applies:

.In investigating or preventin:g threats to national security or other catastrophic
events (including the performance of duties related to air transportation
security), or in enforcing laws protecting the integrity of the Nation's borders,
Federal law enforcement officers may not consider race or ethnicity except to the
extent permitted by the Constitution and laws of the United States.

Any questions arising under these standards should be directed to the Department of Justice.

THE CONSTITUTIONAL FRAMEWORK

"[T]he Constitution prohibits selective enforcement of the law based on considerations such
as race." Whren v. United States, 517 U.S. 806, 813 (1996). Thus, for example, the decision
of federal prosecutors "whether to prosecute may not be based on 'an unjustifiable standard

such as race, religion, or other arbitrary classification.I"m United States v. Annstrong, 517
U.S. 456,464 (1996) (quoting Oyler v. Boles, 368 U.S. 448, 456 (1962)). The same is true
of Federal law enforcement officers. Federal courts repeatedly have held that any general
policy of "utiliz[ing] impennissible racial classifications in detennining whom to stop,
detain, and search" would violate the Equal Protection Clause. Chavez v. Illinois State
Police, 25.1 F.3d612, 635 (7th Cir. 2001). As the Sixth Circuit has explained, "[i]f law
enforcement adopts a policy, employs a practice, or in a given situation takes steps to
initiate an investigation of a citizen based solelyupon that citizen's race, without more, then
a violation of the Equal Protection Clause has occurred." United States v. Avery, .137 F.3d
343, 355 (6th Cir. 1997).. 11 A person cannot become the target of a police investigation

solely on the basis of skin color. Such selective law enforcement is forbiQden." ld. at 354.

As the Supreme Court has held, this constitutional prohibition against selective enforcement
of the law based on race "draw[s] on "ordinary equal protection standards."'Annstrong, 517
liS. at 465 (quoting Wayte v. United States, 470 U.S. 598,608 (1985)). Thus,
impennissible selective enforcement based on race occurs when the challenged policy has
"Ia discriminatory effect and. ..was motivated by a discriminatory purpose."'/d. (quoting

Wayte, 470 U.S. at 608).m Put simply, "to the extent that race is used as a proxy" for
criminality, "a racial stereotype requiring strict scrutiny is in operation." Cf. Bush v. Vera,
517 U.S. at 968 (plurality)..

I. GUIDANCE FOR FEDERAL OFFICIALS ENGAGED IN LA W ENFORCEMENT
ACTIVITIES

A. Routine or Spontaneous Activities in Domestic Law Enforcement

In making routine or sltontaneous law enforcement decisions,
such as ordinary traffic stops, Federal law enforcement officers

http://www.usdoi.go.v/crt/split/documents/~uidance on race.htm 7/10/2004
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may not use race or ethnicity to any degree, except that officers
may rely on race and ethnicity in a specific suspect description.
This prohibition applies even where the use of race or ethnicity
might otherwise be lawful.

Federal law enforcement agencies and officers sometimes engage in law
enforcement activities, such as traffic and foot patrols, that generally do not
involve either the ongoing investigation of specific criminal activities or the
prevention of catastrophic events or harm to the national security.. Rather, their
activities are typified by spontaneous action in response to the activities of
individuals whom they happen to encounter in the course of their patrols and
about whom they have no information other than their observations. These
general enforcement responsibilities should be carried out without any
consideration of race or ethnicity.

.Example: While parked by the side of the George Washington Parkway,
a Park Police Officer notices that nearly all vehicles on the road are
exceeding the posted speed limit. Although each such vehicle is
committing an infraction that would legally justify a stop, the officer may
not use race or ethnicity as a factor in deciding which motorists to pull
over. Likewise, the officer may not use race or ethnicity in deciding
which detained motorists to ask to consent to a search of their vehicles.

Some have argued that overall discrepancies in certain crime rates among racial
groups could justify using race as a factor in general traffic enforcement
activities and would produce a greater number of arrests for non-traffic
offenses (e.g., narcotics trafficking). We emphatically reject this view. The
President has made clear his concern that racial profiling is morally wrong and
inconsistent with our core values and principles of fairness and justice. Even if
there were overall statistical evidence of differential rates of commission of
certain offenses among particular races, the affirmative use of such generalized
notions by federal law enforcement officers in routine, spontaneous law
enforcement activities is tantamount to stereotyping. It casts a pall of suspicion
over every member of certain racial and ethnic groups without regard to the
specific circumstances of a particular investigation or crime, and it offends the
dignity of the individual improperly targeted. Whatever the motivation, it is
patently unacceptable and thus prohibited under this guidance for Federal law
enforcement officers to act on the belief that race or ethnicity signals a higher
risk of criminality. This is the core of "racial profiling" and it must not occur.

The situation is different when an officer has specific information, based on
trustworthy sources, to "be on the lookout" for specific individuals identified at
least in part by race or ethnicity. In such circumstances, the officer is not acting
based on a generalized assumption about persons of different races; rather, the.
officer is helping locate specific individuals previously identified as involved in
cnme.

.Example: While parked by the side of the George Washington Parkway,
a Park Police Officer receives an ." All Points Bulletin" to be on the look-

out for a fleeing bank robbery suspect, a man of a particular race and
particular hair color in his 30s driving a blue automobile. The Officer

http://www.usdoi.Q:ov/crt/sDlit/documents/Q:uidance on race.hf.m 7/"2.0nootJ.



GUIDANCE REGARDING THE USE OF RACE BY FEDERAL LAW ENFORCEMEN... Page 4 of 10

may use this description, including the race of the particular suspect, in '.,-
deciding which speeding motorists to pull over. ;'!f;

B. Law Enforcement Activities Related to Specific Investigations

In conducting activities in connection with a specific
investigation, Federal law enforcement officers may consider
race and ethnicity only to the extent that there is trustworthy
information, relevant to the locality or time frame, that links
persons of a particular race or ethnicity to an identified
criminal incident, scheme, or organization. This standard
applies even where the use of race or ethnicity might otherwise
be lawful.

As noted above, there are circumstances in which law enforcement activities
relating to particular identified criminal incidents, schemes or enterprises may
involve consideration of personal identifying characteristics of potential
suspects; including age, sex, ethnicity or race. Common sense dictates that
when a victim describes the assailant as being of a particular race, authorities
may properly limit their search for suspects to persons of that race. Similarly, in
conducting an ongoing investigation into a specific criminal organization
whose membership has been identified as being overwhelmingly of one
ethnicity, law enforcement should not be expected to disregard such facts in
pursuing investigative leads into the organization's activities.

Reliance upon generalized stereotypes is absolutely forbidden. Rather, use of
race or ethnicity is permitted only when the officer is pursuing a specific lead
concerning the identifying characteristics of persons involved in an identified
criminal activity. The rationale underlying this concept carefully limits its
reach. In order to qualify as a legitimate investigative lead, the following must
be true:

.The information must be relevant to the locality or time frame of the
criminal activity;

.The information must be trustworthy;

.The information concerning identifying characteristics must be tied to a
particular criminal incident, a particular criminal scheme, or a particular
criminal organization.

The following policy statements more fully explain these principles,

1. Authorities May Never Rely on Generalized Stereotypes, But May
Rely Only on Specific Race- or Ethnicity-Based Information

This standard categorically bars the use of generalized assumptions based
on race.

0 Example: In the course of investigating an auto theft in a federal
park, law enforcement authorities could not properly choose to
target individuals of a particular race as suspects, based on a
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generalized assumption that those individuals are more likely to ,..
..,.j"COmmIt cnmes. "-i

This bar extends to the use of race~neutral pretexts as an excuse to target
minorities. Federal law enforcement may not use such pretexts. This
prohibition extends to the use of other, facially race-neutral factors as a
proxy for overtly targeting persons of a certain race or ethnicity. This
concern arises most frequently when aggressive law enforcement efforts
are focused on "high crime areas." The issue is ultimately one of
motivation and evidence; certain seemingly race-based efforts, if
properly supported by reliable, empirical data, are in fact race-neutral.

0 Example: In connection with a new initiative to increase drug
arrests, local authorities begin aggressively enforcing speeding,
traffic, and other public area laws in a neighborhood
predominantly occupied by people of a single race. The choice of
neighborhood was not based on the number of 911 calls, number
of arrests, or other pertinent reporting data specific to that area, but
only on the general assumption that more drug-related crime
occurs in that neighborhood because of its racial composition. This
effort would be improper because it is based on generalized

stereotypes.

0 Example: Authorities seeking to increase drug arrests use tracking
software to plot out where, if anywhere, drug arrests are
concentrated in a particular city, and discover that the clear
majority of drug arrests occur in particular precincts that happen to
be neighborhoods predominantly occupied by people of a single
race. So long as they are not motivated by racial animus,
authorities can properly decide to enforce all laws aggressively in
that area, including less serious quality of life ordinances, as a
means of increasing drug-related arrests. See, e.g., United States v.
Montero-Camargo, 208 F.3d 1122,1138 (9th Cir. 2000) ("We
must be particularly careful to ensure that a 'high crime" area factor
is not used with respect to entire neighborhoods or communities in
which members of minority groups regularly go about their daily
business, but is limited to specific, circumscribed locations where
particular crimes occur with unusual regularity.").

By contrast, where authorities are investigating a crime and have
received specific information that the suspect is of a certain race (e.g.,
direct observations by the victim or other witnesses), authorities may
reasonably use thaf information, even if it is the only descriptive
information available. In such an instance, it is the victim or other
witness making the racial classification, and federal authorities may use
reliable incident-specific identifying information to apprehend criminal
suspects. Agencies and departments, however, must use caution in the
rare instance in which a suspect's race is the only available information.
Although the use of that information may not be unconstitutional, broad

httD://WWw.usdoi.{!ov/crtJ.<;nlitJdocllment,<;/pllicJlJnce on rlJce.htm 7/~(\n(\(\4



GUIDANCE REGARDING THE USE OF RACE BY FEDERAL LAW ENFORCEMEN...Page 6 of 10

targeting of discrete racial or ethnic groups always raises serious fairness
concerns. '.,

0 Example: The victim of an assault at a local university describes
her assailant as a young male of a particular race with a cut on his
right hand. The investigation focuses on whether any students at
the university fit the victim's description. Here investigators are
properly relying ona description given by the victim, part of which
included the assailant's race. Although the ensuing investigation
affects students of a particular race, that investigation is not
undertaken with a discriminatory purpose. Thus use of race as a
factor in the investigation, in this instance, is permissible.

2. The Information Must be Relevant to the Locality or Time Frame

Any information concerning the race of persons who may be involved in
specific criminal activities must be locally or temporally relevant.

0 Example: DEA issues an intelligence report that indicates that a
drug ring whose members'are known to be predominantly of a
particular race or ethnicity is trafficking drugs in Charleston, SC.
An agent operating in Los Angeles reads this intelligence report. In
the absence of information establishing that this intelligence is also
applicable in Southern California, the agent may not use ethnicity
as a factor in making)ocallaw enforcement decisions about
individ~als who are of the particular race or ethnicity that is
predominant in the Charleston drug ring.

3. The Information Must be Trustworthy

Where the information concerning potential criminal activity is
unreliable or is too generalized and unspecific, use of racial descriptions
is prohibited. -

0 Example: A TF special agents receive an uncorroborated
anonymous tip that a male of a particular race will purchase an
illegal firearm at a Greyhound bus terminal in a racially diverse
North Philadelphia neighborhood. Although agents surveilling the
location are free to monitor the movements of whomever they
choose, the agents are prohibited from using the tip information,
without more, to target any males of that race in the bus terminal.
CJ. Morgan v. Woessner, 997 F.2d 1244, 1254 (9th Cir. 1993)
(finding no reasonable basis for suspicion where tip "made all
black men suspect"). The information is neither sufficiently
reliable nor sufficiently specific.

4. Race- or Ethnicity-Based Information Must Always be SpeciflC to
Particular Suspects or Incidents, or Ongoing Criminal Activities,
Schemes, or Enterprises

http:/ /www.usdoj .~ov/crt/split/documentslguidance on race.htm 7/?O/2004
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These standards contemplate the appropriate use of both "suspect- "
specific" and "incident-specific" information. As noted above, where a "-i"
crime has occurred and authorities have eyewitness accounts including
the race, ethnicity, or other distinguishing characteristics of the
perpetrator, that information may be used:Federal authorities may also
use reliable, locally relevant information linking persons of a certain race
or ethnicity to a particular incident, unlawful scheme, or ongoing
criminal enterprise--even absent a description of any particular individual
suspect. In certain cases, the circumstances surrounding an incident or
ongoing criminal activity will point strongly to a perpetrator of a certain
race, even though authorities lack an eyewitness account

0 Example: The FBI is investigating the murder of a known gang
member and has information that the shooter is a member of a rival
gang. The FBI knows that the members of the rival gang are
exclusively members of a certain ethnicity. This information,
however, is not suspect-specific because there is no description of
the particular assailant. But because authorities have reliable,
locally relevant information linking a rival group with a distinctive
ethnic character to the murder, Federal law enforcement officers
could properly consider ethnicity in conjunction with other
appropriate factors in the course of conducting their investigation.
Agents could properly decide to focus on persons dressed in a
manner consistent with gang activity, but ignore persons dressed in
that manner who do not appear to be members of that particular

ethnicity.

It is critical, however, that there be reliable information that ties persons
of a particular description to a specific criminal incident, ongoing
criminal activity, or particular criminal organization. Otherwise, any use
of race runs the risk of descending into reliance upon prohibited
generalized stereotypes.

0 Example: While investigating a car theft ring that dismantles cars
and ships the parts for sale in other states, the FBI is informed by
local authorities that it is common knowledge locally that most car
thefts in that area are committed by individuals of a particular race.
In this example, although the source (local police) is trustworthy,
and the information potentially verifiable with reference to arrest
statistics, there is no particular incident- or scheme- specific
information linking individuals of that race to the particular
interstate ring the FBI is investigating. Thus, without more, agents
could not use ethnicity as a factor in making law enforcement
decisions in this investigation.

Note that these standards allow the use of reliable identifying information
about planned future crimes. Where federal authorities receive a credible
tip from a reliable informant regarding a planned crime that has not yet
occurred, authorities may use this information under the same restrictions
applying to information obtained regarding a past incident. A prohibition
on the use of reliable prospective information would severely hamper law

http://www.usdoi.2:ov/crt/splitJdocuments/Q:uidance on race.htm 7/"J,Onoo~
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enforcement efforts by essentially compelling authorities to wait for ..-
crimes to occur, instead of taking pro-active measures to prevent crimes '-e'
from happening.

0 Example: While investigating a specific drug trafficking operation,
DEA special agents learn that a particular methamphetamine
distribution ring is manufacturing the drug in California, and plans
to have couriers pick up shipments at the Sacramento, California
airport and drive the drugs back to Oklahoma for distribution. The
agents also receive trustworthy information that the distribution
ring has specifically chosen to hire older couples of a particular
race to act as the couriers. DEA agents may properly target older
couples of that particular race driving vehicles with indicia sUGh as
Oklahoma plates near the Sacramento airport.

II. GUIDANCE FOR FEDERAL OFFICIALS ENGAGED IN LA W
ENFORCEMENT ACTIVITIES INVOLVING THREATS TO NATIONAL
SECURITY OR THE INTEGRITY OF TI:JE NATION'S BORDERS

In investigating or preventing threats to national security or other
catastrophic events (including the performance of duties related to air
transportation security), or in enforcing laws protecting the integrity of the
Nation's borders, Federal law enforcement officers may not consider race
or ethnicity except to the extent permitted by the Constitution and laws of
the United States.

Since the terrorist attacks on September 11, 2001, the President has emphasized that federal
law enforcement personnel must use every legitimate tool to prevent future attacks, protect
our Nation's borders, and deter those who would cause devastating harm to our Nation and
its people through the use of biological or chemical weapons, other weapons of mass
destruction, suicide hijackings, or any other means. "It is 'obvious and unarguable' that no
governmental interest is more compelling than the security of the Nation." Haig v. Agee,
453 U.S. 280, 307 (1981) (quotingApthekerv. Secretary of State, 378 U.S. 500,509
(1964)).

The Constitution prohibits consideration of race or ethnicity in law enforcement decisions
in all but the most exceptional instances. Given the incalculably high stakes involved in
such investigations, however, Federal law enforcement officers who are protecting national
security or preventing catastrophic events (as well as airport security screeners) may
consider race, ethnicity, and other relevant factors to the extent permitted by our laws and
the Constitution. Similarly, because enforcement of the laws protecting the Nation's borders
may necessarily involve a consideration of a person's alienage in certain circumstances, the
use of race or ethnicity in such circumstances is properly governed by existing statutory and
constitutional standards. See, e.g., United States v. Brignoni-Ponce, 422 U.S. 873, 886':87

(1975).1fi).This policy will honor the rule of law and promote vigorous protection of our
national security.

As the Supreme Court has stated, all racial classifications by a governmental actor are
subject to the "strictest judicial scrutiny."Adarand Constructors, Inc. v. Feria, 515 U.S. 200,
224-25 (1995). The application of strict scrutiny is of necessity a fact-intensive process. Id.

htto://www.usdoi.2ov/crtlsp.lit/documents/2uidance on race.htm 7J~O/?OO4 .-
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at 236. Thus, the legality of particular, race-sensitive actions taken by Federal law
enforcement officials in the context of national security and border integrity will depend to
a large extent on the circumstances at hand. In absolutely no event, however, may Federal
officials assert a national security or border integrity rationale as a mere pretext for
invidious discrimination. Indeed, the very purpose of the strict scrutiny test is to "smoke
out" illegitimate use of race, Adarand, 515 U.S. at 226 {quoting Richmond v. I.A. Croson
Co., 488 U.S. 469,493 (1989», and law enforcement strategies not actually premised on
bona fide national security or border integrity interests therefore will not stand.

In sum, constitutional provisions limiting government action on the basis of race are wide-
ranging and provide substantial protections at every step of the investigative and judicial
process. Accordingly, and as illustrated below, when addressing matters of national
security, border integrity, or the possible catastrophic loss of life, existing legal and
constitutional standards are an appropriate guide for Federal law enforcement officers..

.Example: The FBI receives reliable information that persons affiliated with a foreign
ethnic insurgent group intend to use suicide bombers to assassinate that country's
president and his entire entourage during an official visit to the United States. Federal
law enforcement may appropriately focus inyestigative attention on identifying
members of that ethnic insurgent group who may be present and active in the United
States and who, based on other available information, might conceivably be involved
in planning some such attack during the state visit.

.Example: U.S. intelligence sources report that terrorists from a particular ethnic
group are planning to use commercial jetliners as weapons by hijacking them at an
airport in California during the next week. Before allowing men of that ethnic group
to board commercial airplanes in California airports during the next week,
Transportation Security Administration personnel, and other federal and state
authorities, may subject them to heightened scrutiny.

Because terrorist organizations might aim to engage in unexpected acts of catastrophic
violence in any available part of the country (indeed, in multiple places simultaneously, if
possible), there can be no expectation that the information must be specific to a particular
locale or even to a particular identified scheme.

Of course, as in the example below, reliance solely upon generalized stereotypes is
forbidden.

.Example: At the security entrance to a Federal courthouse, a man who appears to be
of a particular ethnicity properly submits his briefcase for x-ray screening and passes
through the metal detector. The inspection of the briefcase reveals nothing amiss, the
man does not activate the metal detector, and there is nothing suspicious about his
activities or appearance. In the absence of any threat warning, the federal security
screener may not order the man to undergo a further inspection solely because he
appears to be of a particularethnicity .-

FOOTNOTES

1. See United States v. Montero-Camargo, 208 F.3d 1122, 1135 (9th Cir. 2000) ("Stops
based on race or ethnic appearance send the underlying message to all our citizens
that those who are not white are judged by the color of their skin alone.").

http://www.usdoi.e:ov/crt/split/documents/e:uidance on.race.htm 7/10/7.004
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2. This guidance is intended only to improve the internal management of the executive
branch. It is not intended to, and does not, create any right, benefit, trust, or
responsibility, whether substantive or procedural, enforceable at law or equity by a
party against the United States, its departments, agencies, instrumentalities, entities,
officers, employees, or agents, or any person, nor does it create any right of review in
an administrative, judicial or any other proceeding.

3. This guidance document does not apply to U.S. military, intelligence, protective or
diplomatic activities conducted consistent with the Constitution and applicable
Federal law.

4. These same principles do not necessarily apply to classifications based on alienage.
For example, Congress, in the exercise of its broad powers over immigration, has
enacted a number of provisions that apply only to aliens, and enforcement of such
provisions properly entails consideration of a person's alien status.

5. Invidious discrimination is not necessarily present whenever there is a
"disproportion" between the racial composition of the pool of persons prosecuted and
the general public at large; rather, the focus must be the pool of "similarly situated
individuals of a different race [who] were not prosecuted. , 'Armstrong, 517 U.S. at 465

(emphasis added). "[R]acial disproportions in the level of prosecutions for a particular
crime may be unobjectionable if they merely reflect racial disproportions in the
commission of that crime."Bush v. Vera, 517 U.S. 952, 968 (1996) (plurality).

6. Moreover, as in the traditional law enforcement context described in the second
standard, supra, officials involved in homeland security may take into account specific,
credible information about the descriptive characteristics of persons who are affiliated
with identified organizations that are actively engaged in threatening the national
security.

http://www.usdoi.~ov/crt/sDlitJdocuments/~uidance on race.htm 7/"J.onooJ.



ATTACHMENT 3
.

, ,," """.



.~.eparfm.eut of Juntir.e !

.TUESDAY, JUNE 17,2003 .(202) 514-2008
WWW.USDOJ.GOV TDD (202) 514-1888

FACT SHEET

RACIAL PROFILING

"It's wrong, and we will end it in America. In so doing, we will not hinder the work of our
nation's brave police officers. They protect us every day -often at great risk. But by
stopping the abuses ofa few, we will add to the public confidence our police officers earn
and deserve." --President George W. Bush, Feb. 27, 2001

"This administration... has been opposed to racial profiling and has done more to indicate
its opposition than ever in history. The President said it's wrong and we'll end it in
America, and I subscribe to that. Using race:.. as a proxy for potential criminal behavior is
unconstitutional, and it undermines law enforcement by undermining the confidence that
people can have in law enforcement." --Attorney General John Ashcroft, Feb. 28, 2002

Defining the Problem.'
Racial Profiling Is Wrong and Will Not Be Tolerated

Racial profiling sends the dehumanizing message to our citizens that they are judged by the color
of their skin and harms the criminal justice system by eviscerating the trust that is necessary if law
enforcement is to effectively protect our communities.

.America Has a Moral Obligation to Prohibit Racial Profiling. Race-based assumptions in
law enforcement perpetuate negative racial stereotypes that are harmful to our diverse
democracy, and materially impair our efforts to maintain a fair and just society. As Attorney
General John Ashcroft said, racial profiling 'creates a "lose-lose" situation because it destroys
the potential for underlying trust that "should support the administration of justice as a societal
objective, not just as a law enforcement objective."

.The Overwhelming Majority of Federal Law Enforcement Officers Perform Their Jobs
with Dedication, Fairness and Honor, But Any Instance of Racial Profiling by a Few
Damages Our Criminal Justice System. The vast majority of federal law enforcement
officers are hard-working public servants who perform a dangerous job with dedication,
fairness and honor. However, when law enforcement practices are perceived to be biased or
unfair, the general public, and especially minority communities, are less willing to trust and
confide in officers, report crimes, be witnesses at trials, or serve on juries.

.Racial Profiling Is Discrimination, and It Taints the Entire Criminal Justice System..
Racial profiling rests on the erroneous assumption that any particular individual of one race or
ethnicity is more likely to engage in misconduct than any particular individual of other races or
ethnicities.



Taking Steps to Ban Racial Profiling:
Due to the Seriousness of Racial Profiling, the Justice Department

Has Developed Guidelines to Make Clear that It Is
Prohibited in Federal Law Enforcement

.President Bush Has Directed that Racial Profiling Be Formally Banned. In his February
27, 2001, Address to a Joint Session of Congress, President George W. Bush declared that
racial profiling is "wrong and we will end it in America." He directed the Attorney General to
review the use by federal law enforcement authorities of race as a factor in conducting stops,
searches and other law enforcement investigative procedures. The Attorney General, in turn,
instructed the Civil Rights Division to develop guidance for federal officials to ensure an end to
racial profiling in federal law enforcement.

.The Bush Administration Is the First to Take Action to Ban Racial Profiling in Federal
Law Enforcement. The guidance has been sent to all federal law enforcement agencies and is
effective immediately. Federal agencies will review their policies and procedures to ensure
compliance.

.The Guidance Requires More Restrictions on the Use of Race by Federal Law
Enforcement than Does the Constitution. The guidance in many cases imposes more
restrictions on the use of race and ethnicity in federal law enforcement than the Constitution
requires. This guidance prohibits racial profiling in federal law enforcement practices without
hindering the important work of our nation's public safety officials, particularly the intensified
anti-terrorism efforts precipitated by the attacks of September 11, 2001.

.Prohibiting Racial Profiling in Routine or Spontaneous Activities in Domestic Law
Enforcement: In making routine or spontaneous law enforcement decisions, such as ordinary
traffic stops, federal law enforcement officers may not use race or ethnicity to any degree,
except that officers may rely on race and ethnicity if a specific suspect description exists. This
prohibition applies even where the use of race or ethnicity might otherwise be lawful.

,/' Routine Patrol Duties Must Be Carried Out Without Consideration of Race. Federal
law enforcement agencies and officers sometimes engage in law enforcement activities,
such as traffic and foot patrols, that generally do not involve either the ongoing
investigation of specific criminal activities or the prevention of catastrophic events or harm
to the national security. Rather, their activities are typified by spontaneous action in
response to the activities of individuals whom they happen to encounter in the course of
their patrols and about whom they have no information other than their observations. These
general enforcement responsibilities should be carried out without any consideratio.n of race
or ethnicity.

.Example: While parked by the side of the highway, a federal officer notices that
nearly all vehicles on the road are exceeding the posted speed limit. Although each
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such vehicle is committing an infraction that would legally justify a stop, the officer
may not use race or ethnicity as a factor in deciding which motorists to pullover.
Likewise, the officer may not use race or ethnicity in deciding which detained
motorists to ask to consent to a search of their vehicles.

./' Stereotyping Certain Races as Having a Greater Propensity to Commit Crimes Is
Absolutely Prohibited. Some have argued that overall discrepancies in crime rates among
racial groups could justify using race as a factor in general traffic enforcement activities and
would produce a greater number of arrests for non-traffic offenses (e.g., narcotics
trafficking). We emphatically reject this view. It is patently unacceptable and thus
prohibited under this guidance for federal law enforcement officers to engage in racial
profiling.

./' Acting on Specific Suspect Identification Does Not Constitute .Impermissible
Stereotyping. The situation is different when a federal officer acts on the personal
identifying characteristics of potential suspects, including age, sex, ethnicity or race.
Common sense dictates that when a victim or witness describes the assailant as being of a
particular race, authorities may properly limit their search for suspects to persons of that
race. In such circumstances, the federal officer is not acting based on a generalized
assumption about persons of different races; rather, the officer is helping locate a specific
individual previously identified as involved in crime.

.Example: While parked by the side of the highway, a federal officer receives an
"All Points Bulletin"to be on the look-out for a fleeing bank robbery suspect, a man
of a particular race and particular hair color in his 30s driving a blue automobile.
The officer may use this description, including the race of the particular suspect, in
deciding which speeding motorists to pull over.

.Prohibiting Racial Profiling in Federal Law Enforcement Activities Related to Specific
Investigations: In conducting activities in connection with a specific investigation, federal law
enforcement officers may consider race and ethnicity only to the extent that there is trustworthy
information, relevant to the locality or time frame, that links persons of a particular race or
ethnicity to an identified criminal incident, scheme, or organization. This standard applies even
where the use of race or ethnicity might otherwise be lawful.

./' Acting on Specific Information Does Not Constitute Impermissible Stereotyping.
Often federal officers have specific information, based on trustworthy sources, to "be on the
lookout" for specific individuals identified at least in part by race or ethnicity. In such
circumstances, the officer is not acting based on a generalized assumption about persons of
different races; rather, the officer is helping locate specific individuals previously identified
as involved in crime. .

.Example: In connection with a new initiative to increase drug arrests, federal
authorities begin aggressively enforcing speeding, traffic, and other public area laws
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in a neighborhood predominantly occupied by people of a single race. The choice
of neighborhood was not based on the number of 911 calls, number of arrests, or
other pertinent reporting data specific to that area, but only on the general
assumption that more drug-related crime occurs in that neighborhood because of its
racial composition. This effort would be improper because it is based on
generalized stereotypes.

.Example: The victim of an assault at a local university describes her assailant as a
young male ora particular race with a cut on his right hand. The investigation
focuses on whether any students at the university fit the victim's description. Here
investigators are properly relying on a description given by the victim, part of which
included the assailant's race. Although the ensuirig investigation affects students of
a particular race, that investigation is not unde~en with a discriminatory purpose.
Thus use of race as a factor in the investigation, in this instance, is permissible.

,/' Reliance Upon Generalized Stereotypes Continues to Be Absolutely Forbidden. Use of
race or ethnicity is permitted only when the federal officer is pursuing a specific lead
concerning the identifying characteristics otpersons involved in an identified criminal
activity. The rationale underlying this concept carefully limits its reach. In order to qualify
as a legitimate investigative lead, the following must be true:

.The information must be relevant to the locality or time frame of the criminal
activity;

.The information must be trustworthy; and,

.The information concerning identifying characteristics must be tied to a particular
criminal incident, a particular criminal scheme, or a particular criminal organization.

.Example: The FBI is investigating the murder ofa known gang member and has
information that the shooter is a member of a rival gang. The FBI knows that the
members of the rival gang are exclusively members of a certain ethnicity. This
information, however, is not suspect-specific because there is no description of the
particular assailant. But because authorities have reliable, locally relevant
information linking a rival group with a distinctive ethnic character to the murder,
federal law enforcement officers could properly consider ethnicity in conjunction
with other appropriate factors in the course of conducting their investigation.
Agents could properly decide to focus on persons dressed in a manner consistent
with gang activity, but ignore persons dressed in that manner who do not appear to
be members of that particular ethnicity.

.Example: While investigating a car theft ring that dismantles cars and ships the parts
for sale in other states, the FBI is informed by local authorities that it is common
knowledge locally that most car thefts in that area are committed by individuals of a
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particular race. In this example, although,the source (local police) is trustworthy,
and the information potentially verifiable with reference to arrest statistics, there is
no particular incident- or scheme- specific information linking individuals of that
race to the particular interstate ring the FBI is investigating. Thus, agents could not
use ethnicity as a factor in making law enforcement decisions in this investigation.

Taking Steps to Balance National Security Concerns:
The Justice Department's Policy Guidance Ensures that Federal Law Enforcement Continues to

Have the Tools Needed to.Identify Terrorist Threats and Stop Potential Catastrophic Attacks

.Federal Law Enforcement Will Continue Terrorist Identification. Since the terrorist
attacks on September 11, 2001, the President has emphasized that federal law enforcement -
personnel must use every legitimate tool to prevent future attacks, protect our nation's borders,
and deter those who would cause devastating harm to our country and its people through the
use of biological or chemical weapons, other weapons of mass destruction, suicide hijackings,
or any other means. '

./' Therefore, the racial profiling guidance recognizes that race and ethnicity may be used in
terrorist identification, but only to the extent permitted by the nation's laws and the
Constitution. The policy guidance emphasizes that, even in the national security context,
the constitutional restriction on use of generalized stereotypes remains.

.Federal Law Enforcement Must Adhere to Limitations Imposed by the Constitution. In
investigating or preventing threats to national security or other catastrophic events (including
the performance of duties related to air transportation security), or in enforcing laws protecting
the integrity of the nation's borders, federal law enforcement officers may not consider race or
ethnicity except to the extent permitted by the Constitution and laws of the United States.

./' The Constitution Prohibits Consideration of Race or Ethnicity in Law Enforcement
Decisions in All But the Most Exceptional Instances. Given the incalculably high stakes
involved in such investigations, federal law enforcement officers who are protecting
national security or preventing catastrophic events (as well as airport security screeners)
may consider race, ethnicity, alienage, and other relevant factors. Constitutional provisions
limiting government action on the basis of race are wide-ranging and provide substantial
protections at every step of the investigative and judicial process. Accordingly, this policy
will honor the rule of law and promote vigorous protection of our national security.

./' Federal Law Enforcement Must Guard Against Uncertain Threats of Terrorism.
Because terrorist organizations might aim to engage in unexpected acts of catastrophic
violence in any available part of the country (indeed, in multiple places simultaneously, if
possible), there can be no expectation that the information must be specific to a particular
locale or even to a particular identified scheme.
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.Even in the National Security Context, Reliance ~pon Generalized Stereotypes Is
Restricted by the Constitution. For example, at the security entrance to a federal courthouse,
a man who appears to be of a particular ethnicity properly submits his briefcase for x-ray
screening and passes through the metal detector. The inspection of the briefcase reveals
nothing amiss. The man does not activate the metal detector, and there is nothing suspicious
about his activities or appearance. Absent any threat warning or other particular reason to
suspect that those of the man's apparent ethnicity pose a heightened danger to the courthouse,
the federal security screener may not order the man to undergo a further inspection solely
because of his apparent ethnicity.

./ Example: U.S. intelligence sources report that Middle Eastern terrorists are planning to use
commercial jetliners as weapons by hijacking them at an airport in California during the
next week. Before allowing men appearing to be of Middle Eastern origin to board
commercial airplanes in California airports during the next week, Transportation,Security
Administration personnel, and other federal and state authorities, may subject them to

heightened scrutiny.
,

./ Example: The FBI receives reliable information that persons affiliated with a foreign ethnic
insurgent group intend to use suicide bombers to assassinate that country's president and
his entire entourage during an official visit to the United States. Federal law enforcement
may appropriately focus investigative attention on identifying members of that ethnic
insurgent group who may be present and active in the United States and who, based on
other available information, might conceivably be involved in planning some such attack
during the state visit.
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MEMORANDUM TO: Commissioner Robert C, Bonner
Customs and Border Protection

Assistant s~ Michael Garcia
Immigration and Customs Enforcement

Acting Administrator David Stone
Transportation Security Administration

Connie Patrick, Director
Federal Law Enforcem~t Training Center (FLETC)

James A. Williams, Director=~~:~:;::::) U.S.-Visit FROM: Under Secretary Asa Hutchinson

Border and Transportation S .

sUBmcr: Implementing Secretary's Policy on the Use of Race or Etlmicity in
Law Enforcement Activities

Preventing racial profiling in law enforcement is a priority mission of this Department. It
is also a priority for me. The promise of equality before the law, regardless of race or ethnicity,
is a touchstone of our Constitution and an expression of the best elements of our national
character. Those of us who work in Federal law enforcement recognize that we are the

guarantors oftbat promise.

The Secretary bas issued the attached policy memorandum, titled "The DeplUtment of
Homeland Security's Commitment to Race Neutrality in Law Enforcement Activities," The
memorandum d~ts all DHS components to ooopt the DepBJUnent of Justice Guidance
Regarding the Use ofRacc in Federal Law Enforcement. The Secretary's memorandum also
contains a brief policy statement which be bas dir~ all components to include in policy
handbooks, training manuals, and other component publications containing material relevant to

the prevention of racial or ethnic profiling.

Please ensure that your components are in compliance with the Sccretary's policy
mcmorandwn. In the immediate future, the Department's Office for Civil Rights and Civil
Liberties wi" supply you with a training modulc that will give a basic overview of the
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Department of Justice Guidance. However, over time, you will no doubt want to prepare more
targ~ and specific training on this matter. As you proceed, pl~e work closely with BTS
Policy and the Department's Office for Civil Rights and Civil Liberties to develop policies,
procedures and training to fully implement and incorporate the Department of Justice Guidance

in your operations.

As you may know, CBP has created extensive procedures for personnel to follow before
engaging in an invasive p~nal search. These extensive and well considered procedures for
personal searches should remain in place. and should serve as one model approach for
components considering best practices for the prevention ofracial and ethnic profiling.

As President Bush said, racialprofilmg "is wrong and we will end it in America." We
are privileged to be at the forefront of that effort.

Attachment:
Policy Memorandum: "The Departmmt of Homeland Security's Commitment to Race

Neutrality in Law Enforcement Activities"
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